ASP.NET Web Forms Cross Site
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Hope for XSS being available,
otherwise time might be better
spent someplace else. Unless the
developer did not use a unique
value for the View State User Key.
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Even if Event Validation is enabled, if View State User Key or some
other unique value does not exist in the view state, there is a
chance for CSRF. This may work because if there is nothing unique
between each user’s page, then the __EVENTVALIDATION and
__VIEWSTATE fields should be the same between them. If that is
the case, then there is still a possibility of using those values in the
attack against the victim.

ViewStateUserKey is used, prior to version 4.0, it doesn’t get
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Possible CSRF if no other mitigations are in place. It is possible to
submit the __VIEWSTATE parameter with an empty value. Even if

Try converting the POST request to a GET request so it looks similar

somepage.aspx?__VIEWSTATE=&cmdSubmit=cmdSubmit&id=4....

In version 4.0, ViewStateUserKey \'Nas changed to be checked on

postback even if the ViewState was an empty string. Due to this, it
makes it much more difficult to perform a CSRF attack because the
view state will be required and contains the unique user identifier.

CSRF could still be performed if Cross Site Scripting is also available
because that could allow you to grab the user’s view state value in
real time.
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